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responsible use of
data in analytics

Further
deployments
of blockchain
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Increasing
regulation of
cybersecurity and
cloud outsourcing

Greater scrutiny
of operation
resilience

More regulatory
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cryptocurrencies
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Focus on
prevention of
financial crime
in fintech
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Consumer Data Right

Year to Come 2019

The Federal Government has taken steps
implementing a cross-sector Consumer Data
Right, with several rounds of consultation on draft
legislation and a proposed rules framework. The
proposed Consumer Data Right system will afford
individual and business consumers the right to
access specified categories of data about or related
to them that is held by a designated entity, and
direct the transfer of such data to accredited third
parties. It will begin with an ‘open banking’ regime
in the banking sector, followed by similar regimes
in the energy and telecommunications sectors.
New Payments Platform
In February 2018, the New Payments Platform
launched in Australia. The platform is an open
access infrastructure for real-time payments
on a 24/7 basis between financial institutions
and their customers. It was developed
through industry collaboration, guided by
the Reserve Bank of Australia (RBA).
New laws for digital currency exchange
In a first for Australia, the Australian Transaction
Reports and Analysis Centre (AUSTRAC) has
implemented new laws for digital currency
exchange providers. As of 11 April 2018, all DCE

providers are required to register with AUSTRAC
and comply with ‘Know Your Customer’ and
Anti-Money Laundering and Counter-Terrorism
Financing requirements. The reforms involve the
implementation by digital exchange providers
of systems and controls that can minimise
the risk of criminals using them for money
laundering, terrorism financing and cybercrime.
New dispute resolution scheme for financial sector
In March 2018, new legislation was passed to
introduce a new dispute resolution scheme for
the Australian financial sector. The Australian
Financial Complaints Authority (AFCA) scheme
came into effect on 1 November 2018; all
Australian Financial Services Licensees,
Credit Licensees, superannuation trustees
and financial firms will participate.
Australia in driving seat as global
blockchain standards take shape
Australia is chairing the International Standards
Organisation (ISO) group convened for the purpose
of developing global standards for blockchain
and distributed ledger technology. The ISO
‘technical committee 307’ has received interest
from China, and it is expected that an inaugural
blockchain standard might be in place by 2020.
Contributed by Allens.
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Open Banking

Year to Come 2019

The Federal Government’s Consumer Data Right
will apply to the banking sector. From 1 July 2019,
Australia’s four major banks will be subject to
the CDR in respect of all data relating to credit
and debit cards and deposit and transaction
accounts. Data held by other banks and relating
to other products will be phased in over the
following two years. Open banking in Australia
is expected to utilise a set of APIs (developed
by a government-appointed data standards
body) to facilitate the easy transfer of consumer
data. The reform promises to accelerate the
rise of Fintechs in Australia. Read more...

Tier1: Fintech
Legal 500 2019

Contributed by Allens.
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Maturing market

Leveraging blockchain

We have seen the Belgian fintech space
maturing over the last year, with more
initiatives, analytics and problem solving.

Since this year, there is also a lot of genuine interest
among market participants about the way in which
blockchain can optimise financial transactions
(including, for instance, in securitisations and
other structured finance transactions).

Focus on payment services
Following the transposition of PSD 2 into
Belgian law, there is a lot of focus in the
market both from established players (financial
institutions) and new entrants (Fintechs) on the
centralisation of bank account information in
one place (usually via an app) and the adoption
of more efficient payment technologies. A
number of market participants are focusing on
the growth potential in emerging markets.

Continued caution about initial coin offerings (ICOs)
Echoing earlier statements made by ESMA, the
FSMA has issued a communication to offerors
and prospective investors warning about the
potential risks of ICOs. The communication
draws attention to the varied set of Belgian
law requirements which apply to ICOs and
the potential risks associated with them.
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Further clarity on PSD 2

Single point of contact for regulatory questions

We are looking forward to the adoption of a number
of implementing measures under PSD 2 as well
as further regulatory guidance and case law. In
particular, we are expecting further developments in
the context of the new PSD 2 services of payment
initiation and account information services.

Since the launch of Belgium’s 2015 Digital Plan, the
Belgian competent financial regulators (the National
Bank of Belgium (NBB) and the Financial Services
and Markets Authority (FSMA)) have demonstrated
a remarkable openness towards fintech initiatives.
Since 2018, the NBB and the FSMA have created
a single point of contact (SPOC) for start-ups or
established firms that use technology to offer
innovative processes, products or services in the
financial sector. As part of the SPOC, the NBB
and the FSMA have expressed their intention to
respond to each question within three business
days. In the year ahead, it will be interesting to see
whether these questions and answers will give rise
to clearer regulatory guidance and/or the release of
standardised answers and/or FAQs on that basis.
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Courting blockchain innovation

Favourable tax measures

Having allowed (in principle) distributed ledger
technology (DLT) records to be used as evidence
of title and transfer for unlisted securities at the
end of 2017 (Read more...), France continued
its efforts to position itself as a European hub
for blockchain innovation in 2018 – with new
draft regulations and favourable tax measures.

Earlier in the year, France also changed the
classification of crypto-asset capital gains
to bring about significant tax savings for
crypto-asset investors. These measures have
been welcomed by the French crypto-asset
industry and attracted foreign interest too.

Proactive regulation around cryptoassets
Under the framework of the draft Loi Pacte (Pacte
Law), it has been working to pass measures that:
• introduce an optional licensing
regime for token issuances
• introduce new regulatory regimes for a
range of cryptoasset intermediaries
• ensure issuers and intermediaries are
not arbitrarily denied bank accounts
• permit cryptoassets as eligible assets for French
specialised professional investment funds
• introduce fast track registration processes
for crypto custodians and exchanges
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Adoption of legislation
We expect that the adoption of the anticipated
legislative measures in the course of 2019 will
begin to catalyse activity in the Fintech space.
More favourable tax measures
Further favourable tax measures for the
crypto-asset industry are also widely expected.

Innovation in the
business of Law –
data knowledge
and intelligence
FT European Innovative
Lawyers Awards Europe 2018
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BaFin prepares for next level of digitisation

DLT moves into established markets

BaFin has been very active to dive into the major
digitisation trends emerging in the financial
markets. It has provided detailed information on
the classification of tokens and cryptocurrencies
and sees potential for distributed ledger technology
(DLT) in financial markets. It has further laid out
first thoughts and principles for the advancement
of Big Data and Artificial Intelligence in an
extensive report and urges players to embrace
the technological changes at hand. Read more...

Many major financial players in Germany
are working on advanced distributed ledger
projects taking it to the main street. Having
a technology neutral approach, ECB,
Bundesbank (Germany’s Central Bank) and
BaFin are all generally supportive of this new
technology. One example worth mentioning
is the “Blockbaster” project of Bundesbank
and Deutsche Börse AG, which resulted in
two properly working prototypes for securities
settlement based on blockchain technology.

Dispute about legal qualification of cryptocurrencies
A German Higher Regional Court, Kammergericht
Berlin, opposed BaFin’s classification of Bitcoins
(and cryptocurrencies) as units of account and,
as such, as regulated financial instruments.
Even though the ruling is not binding for BaFin,
it ruled for one specific criminal case that
running a Bitcoin trading platform is not subject
to a licensing requirement. Nevertheless, it
is questionable whether BaFin will change
its views until there is legislative activity.

Investing in fintech
Further, a number of players traditionally active
in sectors other than finance have continued to
invest in German fintech companies and startups building fintech solutions or innovations
involving fintech elements in areas such as energy
and mobility. The resulting exposure to fintech
significantly expanded the interest in tokens
and cryptocurrencies, as well as any regulation
thereof, beyond the traditional financial industry.
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Growth in fintech
As major players are lined up to take their
distributed ledger projects live, we will see
further legal certainty for a variety of distributed
ledger use cases and fintech business models as
BaFin will have to make decisions on upcoming
requests. We expect that these will cover a broad
variety of financial markets aspects such as
trading, clearing, settlement, KYC/AML, etc.
Legislation
Due to growing market expectation, legislative
efforts of smaller European jurisdictions as well as
EU-level activities, we would expect the German
legislator to address remaining uncertainties and
to further bolster growth in the fintech sector.

Innovation in legal
expertise: enabling
business growth
FT European Innovative
Lawyers Awards Europe 2018
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Focus on regulation

Caution re ICOs

The Fintech space has been driven very much by
regulatory developments in 2018. Read more...

At the same time though, regulators remain
very cautious of activities which may impact
upon investors – the SFC issued statements
regarding the legality of ICOs and the risks
associated therewith and very recently introduced
a regulatory framework for virtual asset portfolio
managers, fund distributors and trading platform
operators to widen its purview. Read more...

Smart banking initiatives
In the banking sector, for example, we have
seen the HKMA take the lead in pushing for
the authorisation of virtual banks, the launch of
the Faster Payment System to facilitate roundthe-clock transfers of funds between banks
and stored value facilities, and the relaxation of
conventional lending practices allowing the use
of innovative technology to manage credit risks
in personal lending business, etc. Read more...

Regional impact
This regulatory attitude has steered much
of the fundraising activities such as ICOs
to other jurisdictions in the region which
are perceived as being more friendly.
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Continuing projectory
We expect development to continue along the
same lines given the confines of the law and
the prevailing policy stance of the regulators.
Clearer guidance on digital data
It will be interesting to see how the launch of virtual
banks and other smart banking initiatives may force
regulators to provide clearer guidance on various
questions made more urgent by the adoption of
technology, such as the use of cloud computing
and storage, and KYC in a digital context.

Linklaters brings together the financial
services regulation
expertise along with
lawyers in technology,
corporate and other
disciplines. They’re a
brand that we have
confidence in.”
Chambers & Partners 2019
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More flexible financial regulation

Tokyo Stock exchange system failure

As Fintech-related services continue to grow in
Japan, the Financial Services Agency of Japan
seeks a more flexible legal framework for financial
regulation. In the course of such movement, the
amendment to the Banking Act became effective
to facilitate open innovations between financial
institutions and Fintech firms by utilising open API
architecture, while introducing new regulation of
electronic settlement agency service providers to
ensure user protections. However, there were two
big incidents which may have a negative impact
on the current regulatory environment in Japan.

Second, in October, the Tokyo Stock Exchange,
one of four channels connecting brokerage firms,
went down due to massive data erroneously sent
from an overseas high speed trader. As a result,
some 40 brokerage houses, including major
securities firms, were unable to relay trading
orders from their customers to the TSE. The
JFSA will strengthen its surveillance on the TSE,
securities firms and high speed trading firms.

Hacking attack
First, in January, Tokyo-based virtual currency
exchange Coincheck lost approximately USD530
million NEM coins in an internet connected “hot
wallet” by a hacking attack. After the Coincheck
incident, the JFSA has reinforced its on-site
inspections on virtual currency exchanges from
a perspective of whether they have sufficient risk
management policies and robust security system.
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Establishing a Fintech hub
The JFSA still intends to establish a Fintech
hub by shifting from regulations based on
rigid institutional categories, such as banks
and brokerages, to a framework defined by
functions like payments and lending. Such a
change would ensure that banks can compete
on a level playing field with newcomers like tech
companies that skirt existing regulatory oversight.
Greater investor protection
However, due to the Coincheck incident and
and TSE system failure, the JFSA is likely to take
a more conservative and tough approach than
before to cryptocurrency-based businesses and
high speed trading businesses at the time of
application for registration (in case of newcomers)
as well as periodical financial inspection (in case
of licensed operators), responding to the general
public concern and ensuring investor protection.

There are very few firms
out there you can go
to for the true answer
that is acceptable to
the regulator. They
are the go-to in that
respect - you get great
comfort from Linklaters
as they really nail the
regulations.”
Chambers & Partners 2019
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Luxembourg, perfectly placed in an evolving market
Innovative fintech firms in fields including payments,
crypto-currencies and blockchain technology have
become an integral element of Luxembourg’s
financial industry, benefiting from the presence of
potential partners in the mainstream banking,
investment funds and insurance sectors within an
ecosystem embracing law firms, IT specialists and
consultants. A strong commitment from the public
authorities and the creation of incubation and
accelerator structures are helping to support a
thriving fintech sector and making the Grand Duchy
a magnet for promising start-ups from abroad.
Agreement with the Australian Securities
and Investments Commission
Luxembourg and Australia have entered into a
cooperation agreement which provides a framework
for cooperation to understand financial innovation
in each jurisdiction. The cooperation agreement
provides a framework for information sharing
between the two regulators on financial technology
(fintech) and regulatory technology (regtech).
PSD 2
Luxembourg has implemented Directive (EU)
2015/2366 on payment services in the internal
market with a new law of 20 July 2018 and
amending the law of 10 November 2009 relating to
payment services. This new law takes into
consideration significant technical evolutions such

as electronic and mobile payments and the
emergence of new types of payment service
providers in the context of open banking. The law
further includes a more detailed EU passporting
procedure applicable to payment institutions/
electronic money institutions and strengthens rights
of payment service users and the safety of
electronic payments through personalised security
credentials to be used for secure customer
authentication by payment service users.
Prudential guidance and warnings
We have seen an increasing interest of the
Luxembourg Regulator (Commission de Surveillance
du Secteur Financier) for regulatory questions
raised in the context of various Fintech related
topics. In this context, the Luxembourg regulator
has warned investors and market participants for
the various risks associated with the lack of
regulatory protection associated with ICOs and
tokens in an official statement. The Luxembourg
Regulator has also published guidelines and its
position in respect of the regulatory requirements
related to certain business models making use of
robo-advice.
Tax
In addition, the Luxembourg tax authorities issued a
circular (Circulaire L.I.R. n° 14/5 - 99/3 - 99bis/3 of
26 juillet 2018) on the tax treatment of income
generated through virtual currencies.
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We are looking forward to the adoption of draft law
n°7363, amending the Luxembourg law of 1 August
2001 on the circulation of securities. The draft
law will amend the methods for recording the
circulation of securities to allow the use of
blockchain technology.

Year to Come 2019

Modernisation of Luxembourg law on circulation
of securities

Linklaters have a deep
pool of talent on the
regulation side. I like
to see people driving
the agenda, who want
to be at the heart of
the conversation, and I
definitely see that from
Linklaters.”
Chambers & Partners 2019
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End of light-touch regulation
It has been a year of cleaning up, as we would call
it in China. Fintech has taken off at an explosive
pace in China over the past few years, with many
tech players and other platform operators taking
advantage of the light-touch regulatory approach.
Ban on ICOs
Regulators finally called time on the proliferation
of ICOs, crypto exchanges, crowdfunding and
P2P lending platforms in 2018 and either
imposed complete bans or introduced registration
requirements which are designed to significantly
cull the numbers of surviving platforms.
Reform of wealth management
The reform of the wealth management space
also materially impacted many of the online
wealth management product providers.

Band1: Fintech
Chambers 2019

18

People’s Republic of China

Global
Fintech
Year in Review 2018
Year to Come 2019

Year in Review 2018

Year to Come 2019

Continued, more orderly growth
We expect the PRC Fintech market to continue to
grow rapidly but in a more orderly fashion, fuelled
by a huge and growing demand for financial
services, widespread use of e-commerce and high
penetration rate of digital payments. Read more...

Linklaters are very
exciting since they’re
willing to bring new
technology to their
legal processes. We’ve
been very impressed
by how they’re reacting
to technological
developments.”
Chambers & Partners 2019
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With digital assets in particular there has been
a slowdown in the ICO funding boom – and
increased interest in security tokens and asset
backed securities. Distribution of these products to
investors around the region may prove challenging
in the current regulatory environment. There has
also been increased sophistication in the use of
blockchain technology in market infrastructure
(for example, the trading of blockchain bonds).

Year to Come 2019

Significant change and development
in Singapore blockchain market

Regulation of Digital Token Offerings
Consistent with the increased regulatory focus
in 2018 on cryptocurrency and digital tokens
both in Singapore and globally, the Monetary
Authority of Singapore (the MAS) issued a
“Guide to Digital Token Offerings” which provides
guidance on the application of securities laws in
Singapore in relation to offers of digital tokens.

Cybersecurity regulation
Importantly, in light of cybersecurity breaches
around the world and in Singapore, the
regulatory framework for the monitoring and
reporting of cybersecurity threats to essential
services in Singapore came into effect with
the passing of the Cybersecurity Act.
epayments
The MAS issued a consultation paper on proposed
guidelines to protect users of electronic payments
as part of the MAS’ broader initiative to modernise
and streamline the existing payment services
regulatory framework in Singapore. Read more...

Robo-advisory
There was also welcome clarity on the regulation
of digital advisory services in Singapore, with the
MAS issuing guidelines addressing the licensing
requirements, exemptions and related operational
and compliance obligations for digital advisers.
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Key regulatory themes:

Responsible and ethical use of AI

(1) Market infrastructure in the blockchain space
is developing and we expect to see regulated
exchanges and custodians come to market.

Artificial intelligence will also be an area that will
come into regulatory focus, as the MAS is working
with a group of thought leaders and practitioners
in data analytics in the financial sector to develop
a guide to promote the responsible and ethical
use of artificial intelligence and data analytics by
financial institutions. Read more... Awareness and
collaboration are the key to building solutions that
are both compliant and responsible Read more...

(2) Established players are showing increasing
interest in the use of blockchain. The likes
of investment banks are looking to utilise
blockchain to achieve efficiencies and incorporate
innovation in their business models.
(3) We see continued regulatory support in Singapore.
Challenges remain around KYC and bankability there is a real push in the industry to help minds
come together on these important issues.
Payment services regulation
The major forthcoming legislative initiative is the
Payment Services Act, which will implement an
activity-based regulatory framework to regulate
entities operating within the payments ecosystem,
and will expand the scope of regulated payment
activities to include Fintech participants in the
payments space, including those offering virtual
currency services and other innovations. The Bill
has been moved for First Reading in Parliament,
and will likely come into effect in mid-2019.
Relaxing rules for exchanges
In that vein, the MAS has also proposed to grant greater
flexibility to market operators establishing new trading
facilities and allow for quicker launch of new products,
such as those making use of blockchain technology.

Cyber hygiene of financial institutions
MAS also issued a consultation proposing the
issuance of a Notice on Cyber Hygiene prescribing
essential cybersecurity measures to be implemented
by a wide range of financial institutions with a view
to enhancing cyber resilience and guarding against
cyberattacks. If implemented, the measures will
be elevated into legally binding requirements.
Settlement of tokenised assets
The MAS and Singapore Exchange have developed
Delivery versus Payment capabilities for the
settlement of tokenised assets across different
blockchain platforms. This will facilitate the
simultaneous exchange and final settlement of
tokenised digital currencies and securities assets.
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Regulatory developments

Attracting the right type of business

The Fintech sector in the UAE (both onshore and
in the financial free zones) has been largely driven
by developments in the regulatory infrastructure
in the last year. We have seen for example, the
ADGM publish their new regulatory framework
for the licensing of cryptoasset businesses,
including cryptoasset custodians and exchanges.

Regulators in the UAE remain cautious, as they
attempt to attract the right type of businesses
in the fintech space through incorporation
into the mainstream financial regulatory ecosystem, rather than reducing barriers to entry
to encourage new entrants to the financial
services sector that may not already have the
infrastructure (such as KYC, AML and client asset
rules) in place to operate in a regulated space.

Cryptoasset business licences
The first cryptoasset business licence is yet to be
issued although we understand that the ADGM is
active in reviewing applications and discussions
with potential applicants. Similarly, the DIFC courts
have announced the launch of their new blockchain
courts (Read more...) and the UAE onshore
securities regulator, the SCA, has also introduced a
new regulator sandbox to help incubate innovative
fintech start-ups in an appropriate way.
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Crypto licensing
In the coming year, we may see the first
examples of licensing of entities under the
new regulatory regimes. We may also see
specific products becoming available.
Government implemented solutions
We expect that developments in this space
will continue to be driven by initiatives and
Fintech solutions implemented by Government
establishments and existing financial
institutions leveraging on their pre-existing
access to data and infrastructure rather than
new entrants from the private sector.
Data protection in Fintech
We expect data protection to be a key focus for
the UAE Fintech sector in the year to come, if
regulators look to adopt best practice emerging
from the latest global developments.

The firm remains a
top choice among a
number of leading
financial institutions and
disruptive technology
companies.”
Chambers & Partners 2019

23

United Kingdom

Global
Fintech
Year in Review 2018
Year to Come 2019

Year in Review 2018

Continued

EU and UK Fintech plans
The European Commission published a Fintech
action plan setting out its work plan in Fintech for
2018/19. The most eye-catching proposal was
a draft Crowdfunding Regulation which would
create a right for loan and investment based
crowdfunding platforms to passport their services
across the EU. Read more...The EBA followed with
its own Fintech road map setting out its Fintech
priorities and proposing a Fintech knowledge hub.
Read more... The UK Parliament also published
a Fintech strategy which announced a new
Fintech bridge with Australia following bridges
with China, South Korea, Singapore, India) and
pilots to explore reducing the cost of regulatory
compliance by making rules machine readable.
Cryptoassets regulation
The Treasury Select Committee undertook an
enquiry into digital currencies, including the risks
and opportunities and potential impact of DLT. Read
more... Its final report recommended regulation
of what it called the “Wild West cryptoassets
market to improve consumer protection and antimoney laundering standards”. Read more... A
Cryptoassets Taskforce was convened comprising
the Bank of England, FCA and Treasury. Following
a fact finding exercise it published a report
calling for robust regulation of cryptoassets
and proposed various consultations/guidance
on crypto regulation and recommendations for

supporting DLT in its own institutions, in financial
services and in the public sector. Read more...
FCA regulatory sandbox for new financial products
29 firms tested innovative products in the fourth
cohort of the FCA’s regulatory sandbox and the
FCA opened applications for the fifth cohort.
The FCA also proposed a global sandbox to
allow for cross border testing of novel products
and services. This idea evolved into the Global
Financial Innovation Network which is intended to
provide a multilateral forum for regulators to share
their policy expertise for Fintech. Read more...
First blockchain bond
It was reported that the World Bank launched
the first global blockchain bond. The
prototype deal, dubbed a “Bondi” bond –
standing for Blockchain Operated New Debt
Instrument as well as a reference to Australia’s
most famous beach – is being viewed as
an initial step in deploying blockchain to
achieve faster and cheaper automation.
First blockchain securitisation
BBVA and Red Electrica Corporation have
become the first entities in the world to deliver
a syndicated loan using blockchain. Linklaters
advised BBVA on the 150m syndicated loan with
the whole facility’s negotiation process closed
over the blockchain network. Read more...
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Payments

Cybersecurity

Change in the payments sector has been the
key constant with technical innovation, growing
demand in emerging markets and pressure to
increase account access, a continued drive for
efficiency, enhanced regulatory oversight, an
increasingly digital generation of customers and
increased non cash transactions volumes all
contributing to drive innovation and consolidation
in the sector. Read more... Specifically, national
implementation of the second EU payment services
directive took effect at the beginning of the year.

This year has brought sweeping changes to the way
businesses must respond to cyber-attacks following
the implementation of the Cybersecurity Directive
in the UK. Read more... There are new obligations
to notify regulators of data breaches and significant
decisions on class action liability in the Morrisons
and Lloyds judgments. Read more... The FCA
issued its first fine in respect of a cybersecurity
hack. This was a reminder of the importance of
not only implementing adequate systems and
policies to guard against and remediate any
attempted cyber-attack, but also ensuring that
these are implemented effectively including with
adequate training and testing. Read more...

Investing in tech
Much of the technology changing the market is
being developed by start-ups. Start-ups have the
agility that will facilitate access to new audiences
and customers and the ability to quickly react to
changing markets by detecting disruptive changes.
The options for investing in start-ups are numerous
and have some special considerations. Read more...
Data protection and blockchain
The GDPR was implemented in the UK raising
some tricky questions for how it applies to
personal data held on blockchain. Read more...

Cloud outsourcing
The EBA published recommendations for cloud
service providers at the end of 2017. The EBA
guidelines are more detailed and wider than the
FCA guidelines, for example, they include an
express obligation to provide “sufficient support” as
part of exit/termination assistance and migration to
a new provider which is not a concept contemplated
in the FCA Guidance or generally within the SYSC
outsourcing rules. This creates the potential for
divergence after Brexit. Firms will need revisit their
policies and procedures to ensure they correspond
to the new guidance, particularly where global
or regional policies are in place Read more...
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Continued

Regulatory focus

Digital regulatory reporting

As Fintech becomes embedded in the financial
system there will be increased regulatory focus
on the potential impact on established firms
and the financial services sector more generally.
Regulators will continue efforts to ensure that
innovation is supported, whilst also being properly
regulated. More reports assessing the business
changes caused by Fintech and prudential risks
can be expected together with the consultations
proposed by the Cryptoassets Taskforce.

The FCA will report on the outcome of its digital
regulatory reporting pilots. The prototype developed
by the pilots is expected to use DLT and smart
contracts to issue machine readable rules to firms.

Support from regulators for DLT
There have been positive statements coming
from regulators in the UK and EU in support
of innovation and DLT and we expect to see
more pioneering financial products and systems
based on DLT launching in 2019. Read more...
Crowdfunding
The EU Crowdfunding Regulation will continue its
progress through the EU legislative process. There
is, however, limited time to finalise the Regulation
before the end of the current parliamentary
term. The latest draft regulation did not include
provision for initial coin offerings, as had been
contemplated at one stage. Read more...

Payment services and e-money
The FCA will finalise its proposals to apply
the Principles to the payment services and
e-money institutions. The technical standards
for strong customer authentication and
common and secure communication under
PSD 2 will apply from September 2019.
Smart contracts
The Law Commission should be reporting back
on a review of the English legal framework
as it applies to smart contracts launched in
2018. Their aim is to ensure English law is
sufficiently certain and flexible to apply in a
global, digital context and to highlight any topics
which lack clarity or certainty. Read more...
Brexit
Whilst Fintech is considered Brexit neutral
at the point of exiting the EU, there is the
potential for divergence between UK and EU
financial services regulation over time.
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AI in financial services
We expect artificial intelligence to continue to be used
increasingly in a variety of financial contexts from the
provision of robo-advice to trading decisions. Financial
services firms must comply with both their broader
regulatory obligations, and the specific controls in
areas such as algorithmic trading. The use of artificial
intelligence should also be factored into the firm’s
overall risk management framework and product
liability and general liability allocation needs to be
considered. Read more...
Cybersecurity
There is a proposal for a new EU Cyber-security Act
which will include an EU cyber-security certification
framework. This is intended to be an EU-wide
certification regime which will attest that ICT products
and services comply with specified cyber-security
requirements. It is intended that the certification
framework will rely on international standards as much
as possible to avoid creating trade barriers. Read more...
Cloud outsourcing
The EBA’s recommendations on outsourcing to cloud
service providers will be supplemented with EBA
guidelines in Q1 2019. Looking beyond Brexit, the
EBA recommendations and guidelines are part of a
wider EU programme of work to remove obstacles to
cloud services but also to address the cyber-security
data risks that use of the cloud brings with it. The
“Regulation on the free flow of non-personal data” was

adopted in November 2018 and will enter into force in
June 2019. The regulation allows non-personal data
– that is any other data than that which relates to an
identifiable person – to be stored and processed
anywhere in the EU.
Operational Resilience
Regulatory requirements are becoming increasingly
detailed and stringent, as concerns mount regarding
the potentially systemic risks of operational disruptions
such as cyber-attacks, IT systems upgrades (resulting
in outages), data breaches, failure of third-party service
providers, outages of third-party messaging services
and flash crashes. Supervisory authorities are seeking
a “step change” in firms’ preparedness to tackle
disruption events. Senior management can expect
increased engagement from supervisors on the steps
they have taken to build resilience in their businesses.
Read more...
Tackling challenges re competition in the Fintech sector
As the sector develops, competition concerns are
becoming more of a focus for regulators, particularly
in light of the specific challenges of applying traditional
competition law tools in the fast developing Fintech
sector. A combination of competition law and other
regulatory measures (in particular, financial regulation)
may need to be utilised to ensure the competitive
evolution of the Fintech ecosystem and we can expect
authorities to be taking active steps in the year to
come. Read more...
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Bitcoin was created to be a radical alternative
to the existing international payments system,
where a trusted intermediary was replaced by a
decentralized network of users. However, as the
market expanded to include more than 2,300
different virtual currencies, the objective of
decentralization became increasingly incompatible
with systems of regulation designed to protect
investors and consumers. In the United States,
this tension resulted in regulators setting their
sights on cryptocurrencies and crypto assets
such as “tokens,” as well as the exchanges
and brokers which investors and consumers
use to access this nascent market.

Year to Come 2019

Enforcement and regulatory
guidance on crypto assets

This year, the SEC opened dozens of investigations
involving ICOs and digital assets, many of which
were ongoing at the close of FY 2018. Read more...

Crypto exchanges attract scrutiny
The New York Attorney General released a
widely-read report on its Virtual Markets Integrity
Initiative, which was launched to increase
transparency into the operations of virtual currency
trading platforms. The report is the first by a
key regulator to highlight certain issues that are
pervasive in trading cryptocurrency on exchange,
namely conflicts of interest, abusive trading
practices and lack of security for client assets.
Path to compliance
In November, the SEC staff issued a statement
providing the staff’s views on its recent actions,
setting out a “path to compliance” with the
federal securities laws going forward, even
where issuers have conducted an illegal
unregistered offering of digital asset securities.

The SEC also noted that, while many of its
investigations have turned on fraud, it is also
pursuing cases to ensure compliance with the
registration requirements of the federal securities
laws, including enforcement against unregistered
broker-dealers and exchanges. Read more...
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Security Token Offerings

Clearer guidance for token offerings

In 2017, the cryptocurrency markets began to focus
on the “security token offering” in which a tokenized
asset would be offered to investors via blockchain.
This trend is highlighted by a number of leading
firms acquiring or seeking to register as “alternative
trading systems” or ATS, which is a necessary step
for those firms to facilitate trading of digital assets in
manner that is compliant with U.S. securities laws.

The SEC will put out plain English guidance to
the market which enables market participants
to evaluate whether a prospective token sale
would need to be treated as a securities offering.
The guidance will also address secondary
market transactions, as part of an effort to give
developers and entrepreneurs clarity on how the
SEC might look at tokens post-initial offering.

Crypto custody takes off
The advent of institutional custody for digital
assets will allow institutional investors to enter
the market in the U.S. for the first time. Fidelity
Digital Asset Services, along with banks such
as Nomura and Northern Trust, and cryptofocused companies like Coinbase, Gemini,
BitGo, Ledger and ItBit began offering custody
solutions and other services in late 2018.

Linklaters LLP adopts
‘a multi-disciplinary
approach’ and ‘truly
bridges the gap
between finance
and technology.”
Legal 500 2019
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